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., AlphaBay, the Largest Online ‘Dark Market," Shut Down

‘Dark Net’ Site Was Major Source of Fentanyl and Heroin, Linked to Overdose Deaths, and Used By
Hundreds of Thousands of People to Buy and Sell Illegal Goods and Services Anonymously over the Internet

AlphaBay Marketplace busted; admin commits
suicide in prison

Silk Road Creator Ross
Ulbricht Sentenced To Life In
Prison
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RESEARCH

B&Zorennceess  Effect of restricting the legal supply of prescription opioids on
buying through online illicit marketplaces: interrupted time series
analysis
James Martin,* Jack Cunliffe,” David Décary-Hétu,” Judith Aldridge*

Abstract sold outside the US. This change was first observed
Objective for sales, and later observed for product availability.
To examine the effect on the trade in opioids through There was also a change in the composition of the
online illicit markets (“cryptomarkets™) of the US prescription opioid market: fentanyl was the least
Drug Enforcement Administration’s ruling in 2014 to purchased product during July to September 2014,
reschedule hydrocodone combination products. then the second most frequently purchased by July
2016.
Conclusions
Setting The scheduling change in hydrocodone combination
31 of the world’s largest cryptomarkets operating from  Products coincided with a statistically significant,
October 2013 to July 2016. sustained increase in illicit trading of opioids through
" online US cryptomarkets. These changes were not
Main outcome measures 3 .
: . observed for other drug groups or in other countries. A
t  The proportion of total transactions, advertised and
sl o o Bt Pl e i subsequent move was observed towards the purchase
e active listings for prescription opicids, prescription f mor fant foms of prascriolion cploid
Cite this as: BM) 2018.361:k2270  gedatives, prescription steroids, prescription OF SAORS PrOmAn TOTIE Br POARCINION AR
Hep//dndhon ooy, ey k227 R A S5 particularly oxycodone and fentanyl.
stimulants, and illicit opioids, and the composition

Design
Interrupted time series analysis.

Accepted: 2 8 of the prescription opioid market between the US and introduct
elsewhere.
Since 1999, deaths from overdose in the United States
Results

have quadrupled,’ in large part due to the over-supply
of opioid analgesics.” > Recent evidence suggests that
a “supply-side” approach—to limit the legal supply of
these products—might have some utility, with research
showing a reduction in the number of prescriptions
issued for opioid analgesics in the United States
between 2010 and 2015.* Although the legitimate
supply of opioids might have decreased, overall
consumption will remain unchanged if users decide to
source their drugs from illicit markets rather than from
pharmacies.

The general efficacy of supply side interventions
in drug markets is, however, under-researched.®
Although understanding has been limited by a lack
of detailed information connected to illicit drug
supply, knowledge has improved in recent years
WHAT IS ALREADY KNOWN ON THIS TOPIC with the emergence of online illicit marketplaces, or
The over-supply of opioid analgesics has contributed to the quadrupling of “cryptomarkets.” These cryptomarkets share many
999 characteristics with legal online marketplaces such
as eBay, including the provision of a decentralised
digital marketplace in which geographically disparate
vendors create “seller pages™ to advertise goods for
sale, and the use of customer feedback scores to
rank sellers in terms of perceived product quality
and service.”" Cryptomarkets facilitate anonymous
use through their “"darknet™ location and payment by
cryptocurrencies such as Bitcoin.””

The intemnet has facilitated the sale of licit and
illicit drugs for more than 15 years,'®"” but when the
first cryptomarket, Silk Road 1, came online in 2011,
illicit drugs began to be traded in large quantities.
The annual turnover of drug sales conducted through
cryptomarkets is estimated to be in the hundreds of
millions of dollars,'* with most transactions involving

The sale of prescription opioids through US
cryptomarkets increased after the schedule change,
with no statistically significant changes in sales

of prescription sedatives, prescription steroids,
prescription stimulants, or illicit opioids. In July
2016 sales of opioids through US cryptomarkets
represented 13.7% of all drug sales (95% confidence
interval 11.5% to 16.0%) compared with a modelled
estimate of 6.7% of all sales (3.7% to 9.6%) had the
new schedule not been introduced. This corresponds
to a & percentage point yearly increase in the amount
of trade that prescription opioids represent in the

US market, set against no corresponding changes

for comparable products or for prescription opioids

deaths from overdose in the United states since 1
ough the US Drug Enforcement
hydrocodone combination

ich opioids could be prescribed and

at opioid users will source their drugs from illicit markets
sts) rather than from pharmacies

sold outside the US. This change was first observed
for sales, and later observed for product availability.
There was also a change in the composition of the
prescription opioid market: fentanyl was the least
purchased product during July to September 2014,
then the second most frequently purchased by July
2016.

Conclusions
The scheduling change in hydrocodone combination
products coincided with a statistically significant,
sustained increase in illicit trading of opioids through
online US cryptomarkets. These changes were not
observed for other drug groups or in other countries. A
subsequent move was observed towards the purchase
of more potent forms of prescription opioids,
particularly oxycodone and fentanyl.

Abstract
Objective
To examine the effect on the trade in opioids through
online illicit markets (“cryptomarkets”) of the US _
Drug Enforcement Administration’s ruling in 2014 to
reschedule hydrocodone combination products.

Design
Interrupted time series analysis.

Setting
31 of the world’s largest cryptomarkets operating from
October 2013 to July 2016.

Main outcome measures

The proportion of total transactions, advertised and
active listings for prescription opioids, prescription
sedatives, prescription steroids, prescription
stimulants, and illicit opioids, and the composition
of the prescription opioid market between the US and
elsewhere.

Results

The sale of prescription opioids through US
cryptomarkets increased after the schedule change,
with no statistically significant changes in sales

of prescription sedatives, prescription steroids,
prescription stimulants, orillicit opioids. In July
2016 sales of opioids through US cryptomarkets
represented 13.7% of all drug sales (95% confidence
interval 11.5% to 16.0%) compared with a modelled
estimate of 6.7% of all sales (3.7% to 9.6%) had the
new schedule not been introduced. This corresponds
to a 4 percentage point yearly increase in the amount
of trade that prescription opioids represent in the

US market, set against no corresponding changes

for comparable products or for prescription opioids
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Introduction: Online drug markets operating on the ‘darknet’ (‘cryptomarkets’) facilitate the trade of illicit
substances at aninternational level. The present study assessed the longitudinal impact on cryptomarket
trading of two major disruptions: a large international law enforcement operation, ‘Operation Onymous’;
and the closure of the largest cryptomarket, Evolution.

Methods: Almost 1150 weekly snapshots of a total of 39 cryptomarkets were collected between October
2013 and November 2015. Data were collapsed by month and the number of unique vendor aliases
operating across markets was assessed using interrupted time series regression.

Keywords:
o:,‘:::‘iux markets Results: Following both Operation Onymous and the closure of Evolution, significant drops of 627
Cryptomarkets (p=0.014) and 910 vendors (p <0.001) were observed, respectively. However, neither disruption sig-

Darknet nificantly affected the rate at which vendor numbers increased overall
Iicit drug trade Conclusions: Operation Onymous and the closure of Evolution were associated with considerable, though
New drug markets temporary, reductions in the number of vendors operating across cryptomarkets. Vendor numbers, how-
Law enforcement ever, recovered at a constant rate. While these disruptions likely impacted cryptomarket trading at the
time, these markets appear resilient to disruption long-term.
© 2017 Elsevier BV. All rights reserved.

1. Introduction L.1. Challenges of cryptomarkets

The rise of ‘dark net’ drug markets, known as cryptomarkets,
has led to the develop of new hods of distrib ofillicit
and emerging substances (Schifano et al., 2006; Walsh, 2011; Wax,
2002). Cryptomarkets are accessible only through anonymising
servers, with incoming connections stripped of identifiable infor-
mation (Barratt, 2012). This allows members to sell and source
drugs online with greater anonymity, and reduced risk of detec-
tion and prosecution (Martin, 2014b). While the technical aspects
of cryptomarkets have been discussed in great detail elsewhere
(Martin, 2014a), these markets operate in a similar way to other
online markets, in which vendors are reliant upon consumer
feedback to build and maintain reputation (Cox, 2016). Since cryp-
tomarkets reached public awareness in 2011 (Chen, 2011), they
have become well-established sources for purchasing and selling
substances at an international level (Martin, 2014a).

* Corresponding author.
E-mail address: j vanbuskirk@unsw.edu au (). Van Busidrk).

http:ffdx doiorg/ 10.1016/j drugalcdep 2017.01.004

0376-871G© 2017 Elsevier BV. All rights reserved.

Cryptomarkets present a formidable challenge to law enforce-
ment agencies tasked with interrupting drug supply networks
(Reitano et al,, 2015). In addition, cryptomarkets present an oppor-
tunity for marketplace moderators to defraud consumers, with
little avenue for recourse or recovery of money (Tzanetakis et al.
2016).

1.2. Disruptions to ayptomarket operation

The seizure of the original Silk Road, the first cryptomarket to
attract international attention, in October 2013 by the American
Federal Bureau of Investigation (FBI), came after many months of
intensive surveillance (Soska and Christin, 2015). This represented
the first major disruption to cryptomarket operation, and was fol-
lowed by a proliferation of alternative cryptomarkets including
Silk Road 2.0 (Van Buskirk et al, 2014), The second major dis-
ruption came in November 2014 in the form of an international
law-enforcement collaboration between the FBI, Department of
Homeland Security, Europol, and other security agencies, dubbed
‘Operation Onymous’, and resulted in the seizure of multiple cryp-

ABSTRACT

Introduction: Online drug markets operating on the ‘darknet’ (‘cryptomarkets’) facilitate the trade ofillicit
substances at an international level. The present study assessed the longitudinal impact on cryptomarket
trading of two major disruptions: a large international law enforcement operation, ‘Operation Onymous’;
and the closure of the largest cryptomarket, Evolution.

Methods: Almost 1150 weekly snapshots of a total of 39 cryptomarkets were collected between October
2013 and November 2015. Data were collapsed by month and the number of unique vendor aliases
operating across markets was assessed using interrupted time series regression.

Results: Following both Operation Onymous and the closure of Evolution, significant drops of 627
(p=0.014) and 910 vendors (p<0.001) were observed, respectively. However, neither disruption sig-
nificantly affected the rate at which vendor numbers increased overall.

Conclusions: Operation Onymous and the closure of Evolution were associated with considerable, though
temporary, reductions in the number of vendors operating across cryptomarkets. Vendor numbers, how-
ever, recovered at a constant rate. While these disruptions likely impacted cryptomarket trading at the
time, these markets appear resilient to disruption long-term.

© 2017 Elsevier B.V. All rights reserved.
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Do police crackdowns disrupt drug cryptomarkets?
A longitudinal analysis of the effects of Operation
Onymous

D. Décary-Hétu" - L. Giommoni®

C Springer Science+Business Media Dordrecht 2016

Abstract In recent years, there has been a proliferation of online illicit markets where
participants can purchase and sell a wide range of goods and services such as drugs,
hacking services, and stolen financial information. Second-generation markets, known
as cryptomarkets, provide a pseudo-anonymous platform from which to operate and
have attracted the attention of researchers, regulators, and law enforcement. This paper
focuses on the impact of police crackdowns on cryptomarkets, and more particularly
on the impact of Operation Onymous, a large-scale police operation in November
2014 that targeted many cryptomarkets. Our results demonstrate that cryptomarket
participants adapt to police operations and that the impact of Operation Onymous
was limited in time and scope. Of particular interest is the finding that prices did not
increase following Operation Onymous, even though many dealers retired shortly after
it occurred.

Keywords Cryptomarket - Police crackdown - Displacement - Illicit drug market

Introduction

While initially conceived as a tool to share information, the Internet has now become an
important platform on which illicit goods and services can be bought and sold. This
thriving underground economy is fuelled by a dramatic growth in the number of

: D. Décary-Hét
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L. Giommoni
Giommonil @cardiffac.uk

Ecole de criminologie, Université de Montréal, Pavillon Lionel-Groulx C.P. 6128, succ.
Centre-ville, Montréal, QC H3C 3J7, Canada

School of Social Sciences, Cardiff University, Cardiff, Wales, UK

Published online: 29 October 2016 €) Springer

Abstract In recent years, there has been a proliferation of online illicit markets where
participants can purchase and sell a wide range of goods and services such as drugs,
hacking services, and stolen financial information. Second-generation markets, known
as cryptomarkets, provide a pseudo-anonymous platform from which to operate and
have attracted the attention of researchers, regulators, and law enforcement. This paper
focuses on the impact of police crackdowns on cryptomarkets, and more particularly
on the impact of Operation Onymous, a large-scale police operation in November
2014 that targeted many cryptomarkets. Our results demonstrate that cryptomarket
participants adapt to police operations and that the impact of Operation Onymous
was limited in time and scope. Of particular interest is the finding that prices did not
increase following Operation Onymous, even though many dealers retired shortly after
it occurred.



Recent darknet market use includes purchasing their own and getting someone to purchase on their behalf in the last 12 months.
Base: respondents reporting use of illicit/NPS/prescription drugs in the last 12 months.
Only countries with N=500+ in all 3 years are included.
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DoctorX

Sr. Member

Posts: 330
Karma: +116/-0

Physician Drug Expert

e

(3 Ask a Drug Expert Physician about Drugs & Health
"~ «on: April 14, 2013, 12:16 am »

Hello,

I am a Spanish Family Physician working in fields like risk reduction associated to drug use, club drugs, new synthetic drugs, cannabis
therapeutic and steroids since 1999, I would like to contribute to this forum offering professional advice in topics related to drug use
and health: pharmacological interactions, risks of drug use in particular conditions (specific diseases, problems of health...),
contraindications, adverse effects and toxicity, risk reduction measures...

This advice cannot replace a complete face-to-face medical evaluation, but I know how difficult can be to talk frankly about these
things. You can see my CV in my personal web-page http://www.doctorcaudevilla.com/

You can also use PM for personal questions or video-conference in my web.

I will try to answer all your questions (if I know the answers) but I have limited time

DoctorX

(03/05/13) Please use only PM and PGP for personal questions. Most of the questions can be answered in general forum and can be
useful to other people

(05/07/13) Thanks to user cleansober, who is helping me editing my awful English
« Last Edit: July 08, 2013, 11:38 am by DoctorX » ElL Logged

Dr. Fernando Caudevilla

http:/{www.doctorcaudevilla.com

If you think my work is worthy, please consider a small donation: 18RWufBM4KeRBdsWr7kpSSCyIGDdYrCSCZ
PGP public key: https://dkn255hz262ypmii.onion.to/index,.php?topic=174.msg1105770#msgl105770
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10 Silk Road forums 4 <implemachines forum

pject | Started by Replies | Views it post ¥

Ask a Drug Expert Physician about Drugs & Health 8 766 Replies October 11, 2013, 01:17 pm
Started by DoctorX <121..52= 36438 Views by DoctorX

We rise again! ~ 0 Replies October 09, 2013, 11:34 am
Started by Libertas 250 Views by Libertas

ATT: Silk Road discussion area on BMR forums b 0 Replies October 0S5, 2013, 09:26 am
Started by Libertas 320 Views by Libertas

J & ] bitcoin fundation memeber www bitcoratio.com selling bitcoin 1bitcoin{$119) no fee 0 Replies Today at 03:37 am
Started by ghuytafrdt 7 Views by ghuytgfrdt

micro-dosing LSD and other (psychedelic) substances 405 Replies October 14, 2013, 05:23 pm
Started by RaFaelS «<121..28» 9352 Views by Rastaman Vibration

Original Silk Road Forum. URL available in: http://web.archive.org/web/20131015050234/https: //dkn255hz262ypmii.onion.to/index. php?hoard=10.0




The internet

and drug
markets

CHAPTER 7

The emergence of deep web
marketplaces: a health perspective

Fernando Caudevilla

Intreduction

Decp web marketplaces (DWMSs) represent a major
change in anline drug trading Althaugh they are
=1 fy & imated ph ), thoir ']

offor 208 for both
buyers and scllers, and It is likoly that thoir importance
will grow. The structure of DWMs facilitates

b and di of

information. This provides oppor tunities for health
profesmional: 1o engage with users Thes chapter
dscusses some aspects of DWMS from a hoalth
perspoctive and describes harm roduction stratopies
dovolopod spocifically for DWMS.

The internet, drugs and heaith

The internct has changed many aspocts of healthcare
Hoalth pr havo boon c
an undisputed and unique source of knowledge, and the
role of patients has been to passively accept medical
advice. |lowever, this relstionship has been ransformed
by the democratic access Lo information and the
interactivity provided by the internet. Virtual
communitics, chats, discussion forums, online social
notworiang serices and virtual ibrancs are tools that
chango the balance of knowlodgo botwoen health
professionals and the public, empowering patients o
become more involved in decisions related 10 their
health. The internet is akso o powerful tool for
profeszionals, and chnicians and rescarchers have
arcess to P

and tools that facitate rescarch and
improve knowtedge and abilities. On the other hand,
dissemination of inaccurate or inadoquate Messapes
can have negative health consequences and is 8 grow

In retation o illegal o drugs, these chang
have been even more drasmatic. Drug information
provded through tradsional media has tended to foocus
on ¥ people to reject
any usc of llcgal psychoactive substances, not
differentiating: botwoen use, abuse and dependence,
and ofton exagporating the nogative aspects and
consequences of drug use. In the age of the intemet,
however, resources focused on harm reduction,
including more information about riskes and harmes, have
ganed popularnty

Alexa Internet (1) is a company that provides wob traffic
data analysis, classifics wobsitos BCOOMTING to thoir
global popularity and gencrates a score (Alexa ranking
(AR)) that is considered the ‘gold standard’ for

the of on the internet,

wnth lawer AR scores denoting greater poputan
aimed at g harm f
such as Bluckght (%), Drugs Forum (%) and Erowsd (),
have hiphor Aloxa rankings (Bluolight, 16 356; Drups
forum, 19.96%; Erowid, 20.6 /0) than official prevention
web pages such as the US National Institute of Drug
Abuze (*) (28 686) or the United Nations Office on Drugs
and Crirme: (UNODC) (%) (50 842). It i adso imporiant 1o
note that harm reduction websites are generally run by
small non or| it with

limitod technical and CCONOMIC FESOUTCES comparcd
with official povernmont prevontion websites. It is Moly
that these virtual communities of individuals using the
internet all over the world are having an impact on socisl
perceptions about ilicil drugs

) Nt e srecs com

concern, given that itis dilficult 1o eval
the quality of information online.

) e Bl o

) Wit evweos s borum com
) hp www cromsd o

(%) M vovw duggpatoet prd
) N e uredde cog/
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TABLE 7.1
Summary of activity in an online health service for deep

web drug users
/0

Silk Road Apr. to 321 67 36 438
Oct. 2013

Silk Dec. 2013 to 352 103 D2

Road 20 Nov. 2014

Evolution Dec. 2014 to 258 45 47 244 (M)
Feb. 2015

(") Thread active; data up to 2/2/15.

Caudevilla, F. (2016). The emergence of deep web marketplaces: a health
perspective. In European Monitoring Centre for Drugs and Drug Addiction (Ed.), The
internet and drug markets (EMCDDA Insights 21) (pp. 69-75). Luxembourg:
Publications Office of the European Union.
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FIGURE 7.1
Number of questions answered by month
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Email (where you want to receive test results) * Confirm Email *
] r
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PGP key (Only if you want us to encrypt test results):

Number of Tests (You can order a maximum of five tests)

1
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Research paper
Results of an international drug testing service for cryptomarket users

Fernando Caudevilla®"*, Mireia Ventura®, Ivan Fornis"”, Monica ). Barratt <9<,
Claudio Vidal®, Cristina Gil lladanosa®, Pol Quintana®, Ana Muiioz”, Nuria Calzada®
“CS. Pucrta Bonita [ SERMAS. Madrid (Spain) c/Alegria 24, 28028 Madrid, Spain

® Energy Control (ABD). Barcelona (Spain) C/Llibertat, 27, 08012 Barcelona, Spain
© Drug Policy Modelling Program, National Drug and Alcohol Research Centre, UNSW Australia, Sydney, NSW 2052, Australia
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Table 1
Advertised substance and purities in samples from International Drug Testing Service (March 2014-March 2015).

Advertised n Substance detected Purity of advertised substance”
substance *

Only the advertised Advertised substance Does not contain Mean +SD Range
substance combined with the advertised
other substances substance

Cocaine 51.5% (53/103) 46.6% (48/103) 1.9% (2/103) 71.6+19.4% 5-99%

LSD 100.0% (15/15) 0 0 123.6 £ 405 pg 53-195 pg

MDMA crystal 100.0% (13/13) 0 0 88.3 + 1.4% 76-99%

MDMA pills 100.0% (11/11) 0 0 133.3+38.4mg 83-188mg

Amphetamine 40.0% (4/10) 60.0% (6/10) 0 51.3+33.9% 10-98%

Ketamine 50.0% (3/6) 33.3% (2/6) 16.7% (1/6) 71.3+38.4% 27-95%

Cannabis resin 100.0% (5/5) 0 0 THC: 16.5 +7.5% THC: 9.1-16.4%
CBD: 3.4+ 1.5% CBD: 1.6-5.3%

* Only advertised substances with five or more samples are shown. Other advertised substances analyzed were 5F-PB-22, mephedrone, MDA (n =4), methamphetamine,
alprazolam (n=3), clonazepam, ephedrine, midazolam, modafinil, mescaline, DMT, 2C-B, 2C-E, butyrfentanil, DOB, DOET, DOM, DON, DXM, ethylphenidate, flubromazepam,
kratom, methylone, penthedrone, penthobarbital, nimetazepam, 2-MeO-diphenidine, 3-fluorophemetrazine, acetyl fentanyl, alfa-PVP, benzocaine, scopolamine, AKB-48,
XLR-11 (n=1).

Y purities have been calculated using any sample containing advertised substances (both alone and in combination).




The popularization of anonymous markets such as Silk Road is challenging current drug policy and may provide a new
context for old issues, such as adulteration of heroin with fentanyl derivatives. Ocfentanil is one of those derivatives: first
described in a patent from 19861, it was evaluated in humans in 1989 but never reached the market. Effects of 3mcg/kg
of ocfentanil were considered similar to those of 5mcg/kg of fentanyl. It exhibited analgesia and respiratory depression
in a dose-related manner, with both effects peaking at 6 minutes. Analgesia largely disappeared after one hour, while
respiratory depression tended to last longer2.

The aims of this work are to report the presence of ocfentanil, a novel, potent, non-controlled fentanyl analog, in samples
sold as heroin in the deep web, and to summarize the effects reported by users.

Between 2015 and 2016, four samples bought as heroin in the deep web were sent to Energy Control for analysis. Energy
Control is a Spanish harm reduction NGO that offers anonymous drug checking with the purpose of adapting counseling
to the specific substances present in the drug and monitor the drug market. Identification was performed by GC/MS and
LC/MS/MS. We contacted the submitters of the samples and performed an internet search to retrieve additional information.

Fentanyl

/O\J\TQ ‘\
A

N

Ocfentanil

One sample contained ocfentanil, caffeine and heroin. Three samples contained the aforementioned substances plus paracetamol. Two out of the four contacted users reported distinct short

acting, opioidike effects. No fora discussion could be found about the effects of ocfentanil, neither web pages nor individuals advertising the substance.



WARNING: FENTANYL BEING SOLD AS HEROIN ON DNMS

POSTED BY: DEEPDOTWEE OCTOBER 17, 2015  IN FEATURED, NEWS UPDATES 10 COMMENTS

Provided by Doctor X & “International Drug Testing Service from Energy
Control which in collaboration with ASUD and TechnoPlus, has recently
analyzed heroin samples (n°3, for smoking and n°4 intranasal/intravenous).
We have been informed that these samples were delivered through
Deep Web Marketplaces and offered from Europe (big sellers from France
and Belgium).

In April 2015, in Belgium, a young man died after taking a brown powder he
had bought on the deep web and actually was ocfentanyl. In their June's
newsletter, the British harm reduction project Wedinos said they had already

analyzed six samples of ocfentanyl powder.

These samples were suspicious for adulteration, and this idea has been
confirmed. Analysis results shows ocfentanyl presence, a synthetic opioid
which is hundred times more potent than heroin. Effects are similar to other
opiates, but this adulteration can increase overdose and severe adverse
effects risks. Overdose-related fentanyl and fentanyl derivatives from opiate
samples, have been recently reported in United States, Canada and Europe.

Energy Control warns heroin users who buy this product from Deep Web.
There are no quick or qualitative tests for fentanyl and fentanyl derivatives.
The only way to know the exact composition of a drug is submitting a sample
to analysis. Energy Control offers users an International Drug Testing

Service.”

Fentanyl saljs som heroin pa natet
Av Redaktionen (SBF Riks) den 02 nov 2015 00:02 | 0 kommentarer

Fentanyl eller deras analoger saljs ibland utblandat i heroin. Det ar nagot
som vi tidigare sett i andra viaridsdelar, tex USA och Kanada dar det
orsakat manga dodsfall, men det har varit relativt sallsynt i stora delar av
Europa. Nyligen avied en man i Belgien efter att ha kopt drogen pa dark
web. Nu fruktar man fler dodsfall.

Pa dark web, den del av Internet som inte ar nabart utan ratt programvara och kunskap, finns
bade fentanyl och allt annat man kan tianka sig

Harm reduction-organisationer som analyserat heroinprover kopt pa dark web fran en fransk
saljare varnar nu att man hittat analogen ocfentanyl

I varas dog en ung man i Belgien efter att ha kdpt ett brunt pulver som visade sig vara ocfentanyl
Andra organisationer har rapporterat samma resultat

UWAGA: fentanyl i jego pochodne sprzedawane jako heroina w darkmarketach

Doctor X i miedzynarodowy instytut testowania narkotykéw Energy Control, we wspélpracy z ASUD i TechnoPlus analizowali ostatnio prébki heroiny (n°3 - do palenia,
oraz n°4 - do wciggania/wstrzykiwania). ZostaliSmy poinformowani, ze probki te zostaly zakupione w dzialajagcych w ciemnej sieci darkmarketach i pochodzily z Europy
(od duzych sprzedawcéw z Francji i Belgii).

W kwietniu 2015 mlody mieszkaniec Belgii zmar} po zazyciu zakupionego w ciemnej sieci brazowego proszku, ktéry okazal sie¢ by¢ ocfentanylem . Brytyjski projekt re
dukcji szk6d Wedinos doni6st w swoim czerwcowym biuletynie, Ze instytucja przeanalizowala juz sze$¢ prébek takiego proszku.

Probki te byly podejrzewane o zafalszowanie, co zostalo potwierdzone. Analizy wykazaly obecnos¢ ocfentanylu, syntetycznego opioidu sto razy silniejszego od heroiny.
Jego efekty sa podobne do innych opioidéw, ale takie zanieszczyszczenie powaznie zwi¢ksza ryzyko przedawkowania i wystapienia niebezpiecznych skutkéw ubocznych.
Przedawkowania zwigzane z fentanylem i jego pochodnymi zostaly ostatnio odnotowane w USA, Kanadzie i Europie.

Energy Control ostrzega uzytkownikéw heroiny, ktérzy kupuja ten srodek w ciemnej sieci. Nie istniejg szybkie testy na obecnos¢ fentanylu i pochodnych. Jedynym spo
sobem poznania dokladnego sktadu narkotyku jest wyslanie probki do analizy.




Fentanyl and y i (1) A ed heroin samples from cryptomarkets.
Technical Reports 001. Energy Control International (ABD).

DOCTORX & HIS CHEMICAL BROTHERS AND SISTERS
FENTANYL AND “We have some fresh news from our friends of Energy Control

International If you have visited Silk R...
FENTANYL
DERIVATIVES(1):
ADULTERATED HEROIN
SAMPLES FROM
CRYPTOMARKETS I ——

Chemical Brothers & Sisters are (in alphabetical order):

A DOCUMENT BY:

Captain Tryptamine: is Felix Tuidara (Chemist AD)

DOCTOR X AND HIS CHEMICAL BROTHERS & SISTERS
Ivén Fornis.(Biologist MSc)

Daddy Poppy
Lady K Cristina Gil (Pharmacist MSc)

Miss Nexus Ana Mufioz. (Public Health MSc)

Madame DMA Mireia Ventura. (Pharmacist MSc, PhD)

Super Paper Claudio Vidal. (Psychologist. MSc)
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FIGURE 6:
Time- course of fentanyl derivatives adulterated samples

TABLE 3: RESULTS FROM SAMPLES DELIVERED FROM
CRYPTOMARKETS AS “HEROIN” ADULTERATED WITH FENTANYL

DERIVATIVES — (ene ] (
Reference Test result Procedence Additional 2018 —— | |
information HedFai J
about market/ .
vendor
92745 Caffeine + Ocfentanil+ Paracetamol Spain No 2017 | H-FURS
94843 Heroin (16%) + Caffeine (26%) + Ocfentanil+ France Yes >~ = j—'
Paracetamol (32%) HICAOF+P
94849 Heroin (3%) + Caffeine (27%) + Ocfentanil+ France Yes \ 4
Oy
Paracetamol (33%) CoOFsP
97106 Caffeine + Ocfentanil+ Paracetamol UK Yes . J
97527 Caffeine + Ocfentanil+ Paracetamol Spain No 2016 CrOF P ]
97581 Caffeine (29%) + Ocfentanil+ Paracetamol (23%) France Yes — 2
100029 Heroin + Caffeine + Ocfentanil+ Paracetamol Maita No CrOFeP )
104335 Heroin (8%) + Furanyifentanyl Ireland No —_—
i HeCaOl a0 I
107458 Heroin (7%) + 4-Fluorobutylfentanyi Spain Yes )
108763 Heroin (21%) + Cyclopropyifentanyl Spain Yes I-—: HeCoOE P )
109029 Caffeine + Ocfentanil+ Paracetamol Spain Yes 2015 SNSRI
CoE 42

2014
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User has been banned on 24/01/2018

Username Drugtrader (350) (4.62:1)
FE enabled No i
Join date 05/12/2017 Add to favourites
Last active 20/01/2018 (131 days ago)
Status On vacation

| Profile Ratings

Terms and conditions

Send message

Welcome to Drugstore.
We guaranteed the best products against the best prices.
In Stock:

1.# Uncut Peruvian Cocaine (Fishscale).

2 # Dutch MDMA 84% (different colors).

3.# Heroin #3 Afghan.

4 # XTC MDMA pills 220 mg Purple Bentley's.

5# Crack Cocaine professionally cooked in ammonia.
6.# Dutch Speed pasta 70% (Amphetamine).

7.# Dry speed ready for use instantly.

8.# The best Moroccan Hash. (HIYA)

9 # Dutch Amnesia top quality weed.

10# LSD tabs 220 ug very nice stuff.
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Pages: 1 Dl"eam Marketl

Do not open links which you will find below. Most of the links are phishing links. Phishing links are leading to fake websi ;;2;:;&?;:;’:3{:2:::"
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Established 2013

2018-05-20 16:48:19

Gowron Dear Members,

Market Support

Registered: 2018-01-06 Please be advised that as of 20th May 2018 the sale of Fentanyl [Fentanil] & Carfentanyl [Carfentanil] Products is no longer
Posts: 336 allowed as the ban for these products comes into effect.

Vendors were given warning of this deadline so should you see any of the above items still listed on the marketplace
please report it immediately.

Thanks guys,

Stay Safe

“The only way to deal with an unfree world is to become so absolutely free that your very existence is an act of rebellion™
~ Albert Camus

Pages: 1 Topic closed
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DARKNET HEROES LEAGUE MARKETPLACE BANS THE
SALE OF FENTANYL

POSTED BY: C. ALIENS AUGUST 29, 2016 IN FEATURED, NEWS UPDATES 1 COMMENT
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Accordlng to various news outlets, the death toll related to fentanyl overdose <t

has risen dramatically over the past two years. In Philadelphia alone, a 632%
increase in deaths were attributed to the potent opioid, as well as some of
the more potent analogs, as recorded by both the CDC and law enforcement.

There is an unfortunate connection between fentanyl-related overdoses and
the darknet markets, a connection that local law enforcement and the DEA

are becoming alarmingly aware of. In many cases, other opiate or opioid
products like heroin are being laced with fentanyl, ocfentanil, or even
carfentanyl.

In an effort to aid in harm reduction, some users of darknet marketplaces
have taken an interest in helping keep opioid users safe. Another Reddit
user, who represent Alphabay market was offering to pay for a vendor
account if someone was able to use it for selling only harm-reduction
products, such as Narcan.
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PHISHING-ATTACKS - please verify the urls you visit with independet sources (dread, ddw, bookmarks). We got reports of phishing sites affecting
customers and vendors !

Customer guidelines - against scam

@ Quality control

WallStreet Market has partnered with DNMAvengers, an forum and community whom are dedicated to reduce harm & spread awareness via testing
product suspected of containing adulterations.

This partnership will create an system that makes it very hard for vendors at WallStreet Market to sell adulterated products without it going unnoticed.
If you suspect you have recieved an adulterated/wrong substance you can create an report on DNMAvengers forum.

DNMAvengers forum staff will check the report, look for any complaints in the vendors reviews, additional members will add anything any info they
may have, and then an decision whether or not to test the substance is made.

dnmavengeradt4vo.onion
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Quick Links

The rules of DNMAvengers
How to request a code/report suspicion of adulteration
;‘ List of all completed lab-tests
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Madonna: ‘It’s not fair for me to tell
my kids “don’t do drugs

The 56-year-old star, who admitted to trying drugs herself, said she has tried to give her 18-
year-old daughter the best advice possible when it comes to experimenting.

"l just ask my daughter to make wise decisions and to do things in moderation and to try not to
mix her alcohol," the blonde admitted.

"I am not going to say, 'no, don't do it' because that is just absurd. And it is not fair. Yeah, | did
it."




